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Phishing Attempts Using Amazon.com

Recent phishing attempts have been received purporting to be from
Amazon.com. They appear as order confirmations and provide several links to
view “your account” and “learn more”; please do not click on any contained links
and be sure to delete the email from your in and deleted email boxes.

The simplest way to verify if an order
confirmation is really from Amazon is to check
Your Account on Amazon.com.

If the message is an order confirmation:

1. Go to Amazon.com by typing
www.amazon.com into your web browser
(don't click a link in the e-mail itself).

2. Click Your Account in the upper-right
corner.

3. Visit Your Orders and see if there is an
order that matches the details for the one
in the e-mail.

If it doesn't match an order, the message isn't
from Amazon.
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