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REACH HIGHER

The FTC is issuing reports of a phony “delivery failure notification” email making the rounds. It
looks like it’s from the U.S. Postal Service — but it’s not. The email says you missed a delivery.
But, it says, if you print the attached form and take it to your local post office, you can pick up
your package and avoid penalties. The message might also include a link for more details.

The email is bogus and there is no package. And if you download the attachment or click on a
link, you’re likely to end up with a virus or malware on your device.

Remember, con artists often use the names and logos of familiar organizations to get under your
guard. So how do you tell what’s legit and what’s a scam? Here are some ways to spot a bogus
email:

e [t tells you to click on a link or download an attachment
e [t urges you to take immediate action
e Itasks you to “re-confirm” personal or financial information

Another sure sign an email is a scam? If you hover over the link in the email, it won’t show the
official website of the supposed sender — in this case, the U.S. Postal Service website.



